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Wooten got the news from his wife, Roxanne, 
who went to City Hall on Wednesday to see the 

election results.

"She saw my name with zero votes by it. She 
came home and asked me if I had voted for 
myself or not. I told her I did," said Wooten, 

owner of a local bar.
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2 Months Ago: Princeton Report

• Diebold touch-screen runs 
executable code loaded 
from memory card

• All audit logs modified
to be consistent

• Can spread virally by 
memory card.

[FHF2006]



But not just DREs...

[KMRS2006]



We can do better

Beyond DREs and Paper Trails, 
there is a third option:

open-audit elections

Direct, end-to-end verification by voter.
No need to trust equipment.

Let’s talk about it.
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The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech

Provide enough evidence
to convince the loser.



Secret Ballot vs. 
Verifiability

Voting System

Alice

convince

Carl the Coercer
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The Next Harvard Prez!
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Is Secrecy Important?
Actually, it is.

Secret Ballot implemented in Chile in 1958.

“the secrecy of the ballot [...] has 
first-order implications for resource 

allocation, political outcomes, and social efficiency.”

[BalandRobinson 2004]



Open-Audit Voting

[Chaum81], [Benaloh85], [PIK93], [BenalohTuinstra92], [SK94], [Neff2001], 
[FS2001],[Chaum2004], [Neff2004], [Ryan2004], [Chaum2005]



Properties of OAV

(1) Alice verifies her vote.

(2) Everyone verifies tallying.

(3) Alice cannot be coerced by Eve.
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Encrypted Public Ballots
Bulletin Board

Alice:
Rice

Bridget:
Clinton

Carol:
Rice

Tally

Rice.........2
Clinton...1

Alice

Alice verifies her vote Everyone verifies the tally
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Zero-Knowledge Proof

Open envelopes don’t prove
anything after the fact.
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_______

_______

_______

_______

Scan &

take home

5. Tear & Discard

scratch-off.



Bulletin Board

Alice Bridget Carol
_______
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_______

_______

_______

Clinton

None

Rice 

PARAMETERS

#1 - Rice 

#2 - Clinton

#3 - None

M=10, Public Key = pk

r1 r2 r3

Epk (210; r1)

Epk (220; r2)

Epk (20; r3)



Vote for Adam

Vote for Bob

Vote for Charlie0000 0001 00000000

0001 0000 00000000

0000 0000 00000001

Vote for David0000 0000 00010000

0004 0001 0008 0002 Sample Tally

[B+2001, P1999]

Homomorphic Tallying
Vote for Clinton

Vote for Rice

Vote for None



Scratch & Vote is one system. 
There are many others.
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In Summary

• End-to-End verification

• Secrecy and Verifiability are reconcilable

• Simplicity & Practicality are well on their way...

• The Paper Trail is not enough.
Hand-Counted Ballots are not enough.

• Open-Audit Voting: let anyone verify.



Questions?





Practical Considerations

• Ballot Verification: less than a second.

• Barcode Encoding: PDF417 open standard.

• Barcode Size: 10 square inches of barcode for 
a full sheet visual ballot.

• Proof Time: ~3 seconds per ballot.

5 questions, 5 options per question.


